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[i.3] NIST Special Publication 800-63B: “Digital Identity Guidelines - Authentication and Lifecycle Management”
7E: U https://nvipubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-63b.pdf

[i.4] ISO/IEC 29147: “fZEHAR--Z2HAR--INIFAHEE" .
: Whttps://www.iso.org/standard/45170.html.

[i.5] OASIS: “CSAF i@ sk HHEL (CVRF)” .

vE: JLhttp://docs.oasis-open.org/csaf/csaf-cvrf/vl.2/csaf-cvrf-v1.2.html

[i.6] ETSI TR 103 331: “CYBER; Structured threat information sharing”
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[i.8] ENISA: (SE{E S IEMHET 5t N ML 2242 1) , 2017 4 11 A, I1SBN: 978-92-9204-236-
3, doi: 10.2824/03228.
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en/format-PDF/source-117211901

[i.9] FEEBT. b, BARRATES:  “Secure by Design: 3% 7H 2 BB 7= S N 2% 22 41 ) 7, 2018
#£3H.

7#: W https://www.gov.uk/government/collections/secure-by-design.
[i.10] WA 2t dras: "WBRIN 22 A5 FIHESE", 2018412 H 252k .

VFE | & 3% https://www.iotsecurityfoundation.org/wp-content/uploads/2018/12/10TSF-loT-Security-Compliance-
Framework-Release-2.0-December-2018.pdf.

[i.11]] GSMA: “GSMA YJHkM 2 445w PTG .

7F: U https://ww.gsma.com/iot/iot-security/iot-security-guidelines/

[.12] ETSITR103533: “SmartM2M; Security; Standards Landscape and Best Practices”

[i.13] Commission Notice: 2016 =Kk B3 7= ft ML S it " 4B ™ (5 RRINEARBF X AH G SCAS) , 2016/C 272/01.
L CRRINEREIAR) 5 https://eur-lex.europa.eu/legal- content/EN/ALL/?uri=0J:C:2016:272:TOC

[i.14]  Copper Horse:  (Z:HlEcM it 22 5 R .

vE:  Jlhttps://iotsecuritymapping.uk/

[i.15] ENISA: “WIXMEL 2@ N--H3 THR” .

¥ W https://www.enisa.europa.eu/topics/iot-and-smart-infrastructures/iot/baseline-security- recommendations-for-
iot-interactive-tool

[i.16] WK 24kt 1A BRBCDIBRIN 7 i 2 w3 ) BB L

VE:  ULhttps://mww.iotsecurityfoundation.org/wp-content/uploads/2018/11/Vulnerability- Disclosure-Design-v4.pdf
[i.17]  F-Secure: “HBLEr: FKEEHBEATT LA F e BEARIEMEINK S EURB AW .

. W https://blog.f-secure.com/iot-threats/

[.18] W3C: “Web of Things at W3C”
: W https://www.w3.0rg/WoT/

[i.19] ETSITS103701: “CYBER; JH %% RYMBEMF= i 1 W 4% 22 4k 7 o
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[i.20] DINSPEC27072: “fEREHA - MK - 5 B L& RIKER" .

[i.21] GSMA: “Coordinated Vulnerability Disclosure (CVD) Programme”

7F: W https://www.gsma.com/security/gsma-coordinated-vulnerability-disclosure-programme/

[i.22] loT Security Foundation: 4% #& - e SE B R 7 o

¥E: JLhttps://www.iotsecurityfoundation.org/wp-content/uploads/2017/12/Vulnerability- Disclosure_ WG4 _2017.pdf
[i.23] OWASP#JEXIM (l10T) 20184+ KFH .

7F:  DLhttps://www.owasp.org/index.php/OWASP _Internet_of Things_Project#tab=1oT_Top_10.

[i.24]  IEEE 802.15.4™-2015: “IEEE fii# R I L MK bRUE” .

7F: U https://standards.ieee.org/content/ieee-standards/en/standard/802_15_4-2015.html.
[i.25] ETSITS102221: “%'RE1; UICC-Zufidz 1, PELAEAEFEE" .

[i.26] GSMA: “SGP.22 Technical Specification v2.2.1” .
[i.27]  ISO/IEC 27005:2018: “fF B AR AR--15 B 224 AR #”
F: W https:/Awww.iso.org/standard/75281.html.

[i.28]  Microsoft® Corporation: "STRIDEZ ¥ 7",

¥: W https://msdn.microsoft.com/en-us/library/ee823878(v=cs.20).aspx

[i.29] ETSI TR 121 905: "¥U7 & & ifs R4 (2+MrED  (GSM) ; BB HE RS (UMTS) ; LTE;
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Initialization

Factory Reset

Factory Default

Initialization

(with Personal Data)

« Initialization may require entry of
personal data, such as Wi-Fi
credentials, Email addresses, or links to
an additional online account.

In the Factory Default state

« Only network interfaces required
for Initialization usable.

« Unique Factory Default
authentication value, if present,
is used by the device

« No personal data or custom
configuration present on device.

\

Initialized State

« Authentication
mechanism selected by user in
use, if changed.

« Network interfaces required for
functionality selected by user are
usable.

Intialized (without
personal data)

|eAcway
eje(q |euosiad
Device Usage

« Personal data present on the
device.

Initialized (with
personal data)

|eAroway
BjE(Q |RUOSISd

Additional User

Initialized (with
personal data and
additional users)

Personal data for additional
users present on the device.
Additional accounts potentially
created for those users.
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additional users)

Initialized (with
personal data): after Firmware/Software User
personal data (with any Security Updates) [®esiile]
removal for User #1

User #2 Data

Factory Default: after Firmware/Software Factory
Factory Reset (with Security Updates) Config
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